INSERT LETTERHEAD OF THE REQUESTING AUTHORITY HERE

EMERGENCY DISCLOSURE REQUEST Date

REQUESTING AUTHORITY: type here the full name and country of the requesting authority
Identification details

Full name or personal identification number click or tap here to enter text

Position held click or tap here to enter text

Contact details of authority’s representative

Official e-mail address and phone number  type here an official e-mail address and phone number
Proceedings number ifapplicable, enter here the number

Case number Previous request numbers

ADDRESSEE (RECIPIENT): type here the name of the Online Service Provider

Address type here the address of the Online Service Provider

This authority is conducting a criminal investigation that involves users from your platform. Electronic data has
been deemed relevant in this matter. | am hereby submitting an Emergency Request for the disclosure of electro-

nic data in relation to the below mentioned user(s)/account(s).

Any and all information or data provided in response to this request will only be used in the described investiga-

tion and will not be disclosed to unauthorized personnel.

NATURE OF THE EMERGENCY:

Click here to describe the imminent nature of the emergency. Provide as much information and context as possible, in relation to this particular
request for electronic data.
Consider consulting each company specific criteria on emergency.

Examples of information that may be provided here in addition to the nature of the emergency:
= Status/progress (e.g. pre-arrest, pre-trial, trial, crime in progress, ...),
= National criminal code article/law/statute defining the offense you are investigating,
= Maximum sentence according to your national law,
= Nationality or long-term residence if known.
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This model form is provided by UNODC, UN CTED, Europol, Eurojust and Cepol (via the projects SIRIUS, Euromed Justice and Euromed Police). These
institutions have not reviewed and are not responsible for the content of this request.

You are responsible to comply with the relevant laws and procedure regarding data categorisation and privacy when making and processing any
request.




LEGAL BASIS:

Lay down the legal basis under which the request is done, according to domestic legislation.

DOMESTIC LEGAL PROCESS:
If required by the Service Provider, attach the domestic legal process for the requested data in accordance

with legislation in your country.

| Attachfile |

CONCERNED USER(S) OR ACCOUNT(S):

Click here to enter all the information available about the subject of the investigation, (such as name, e-mail address, account 1D, phone number,
device information, domain name for registry/registrar, Bitcoin address, Bitcoin transaction, IP addresses, credit card or bank account), to assist
the company in identifying the concerned accounts.

If possible, state if the subject is a suspect, victim, witness or person of interest in your investigation.

It is also advised to include screenshots and full URLs, if available.

| Attachfile |

Indicate if you have previously submitted a Preservation Request for the account(s).

INFORMATION REQUESTED TO AVERT THE EMERGENCY:
This request applies to the below indicated items, whether in electronic or other form, including information
stored on backup media, if available. A justification for the request for disclosure of these datasets will follow.
Basic subscriber information
Full name provided Billing information / Means of payment

Vanity name, nickname or login name Account start and end date

User ID

Phone number(s)

E-mail address(es)

Date of Birth

Copy of ID card or passport provided by the subscriber

EMERGENCY DISCLOSURE REQUEST

Account status
Registration IP address, including time stamp

Associated devices (including device ID, IMEI, MAC

address and UDID when available)




Type of registration, copy of a contract, means of verification of identity at the moment of registration,

copies of documents provided by the subscriber

Any other information pertaining to the identity of the user/subscription holder

For Registries and Registrars:

Registrant, Technical and Administrative name, address, phone, fax number and e-mail address of the

specified Domain

Creation, updated date, current status and name servers of the specified Domain

Other information:

List other information. Be as specific as possible.

Traffic Data
IP address logs, including time stamp
Message logs and Chat logs
Activity log/logfiles, including time stamp

Routing information (source IP address, destination IP address, port number, browser, e-mail header,

message ID, data transfer volume, source or destination of any electronic messages sent from or received

from the account)

Cryptocurrency address(es)
Other information:

List other information. Be as specific as possible.

Content Data
Contacts
Messages
Posts
Media files: videos, photos, documents
Profile photo(s)
Other information:

List other information. Be as specific as possible.

Other Data

List other information. Be as specific as possible.

EMERGENCY DISCLOSURE REQUEST

Mailbox dump
Device backup
Geolocation data, including time stamp

Deposit/Withdrawal/Transaction history




JUSTIFICATION, INCLUDING FOR NECESSITY AND PROPORTIONALITY:

Justify how the information requested will assist in the investigation to avert the emergency and explain how the user, the account and each

category of data sought is linked to the exigent circumstances. If possible, make this justification to each specific piece of information requested
above. Overbreadth is the most common reason companies give for refusal.

TIME RANGE/PERIOD:

Specify here the time frame of the information to be preserved. Provide time frame as narrow as possible to avoid making overly broad requests and
specify the time zone.

Spell out the month, instead of using the number, as date format is different in the United States.

CONFIDENTIALITY:

| request that you do not disclose the existence of this request to the subscriber or any other person, other
than as necessary to comply with this request. If compliance with this request might result in a permanent or
temporary termination of service to the Account(s), or otherwise alert any user of the Account(s) as to your ac-

tions to disclose the information described above, please contact me as soon as possible before taking action.

Click here to state the reasons why prohibition of notification to the user is requested. Specify the statute, if any, under which the non-disclosure
request is being made. Please also include the end date of the user notice prohibition, if applicable.

If notice is prohibited to the subscriber, and you have obtained a domestic court order attach here

Attach court order if available

[ Attachfile |

PGP:

Attach PGP Public Key (if applicable)
| Attachfile

SUMMARY OF DOCUMENTS ATTACHED:

Open attachments pane
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If you have questions regarding this request, please contact me.
| hereby certify | have the legal authority to submit this request and that the information provided is true to the

best of my knowledge.

Insert stamp SIGN ELECTRONICALLY (once electronically

signed the request cannot be edited)

Insert signature

e Insert signature and stamp as images, then sign the document electronically;

o OR print to sign and stamp the document manually, please use a black or blue pen.

Best Practices

Save editable

Print to sign and stamp manually

Finalize
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